eDellRoot Certificate Removal Instructions
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l. Overview
This document contains instructions for removing eDellRoot certificate from Dell systems.

[I.  Automatic Removal
Please download the patch from the following location: Click Here

lIl.  Manual Steps

1. Open Task Manager by right clicking on the taskbar and select Task

Manager.

Toolbars
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2. Select the "Services" tab in the Task Manager window.
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https://dellupdater.dell.com/Downloads/APP009/eDellRootCertFix.exe

File Options View
| Processes Performance | App history | Startup | Users | Detafls } Services| '
[
- 5% 27% 5% 0%
Name Status CPU Memory Disk Network
Background processes (80) ~
» [ Andrea filters APO access servic... 0% 03 MB 0 MB/s 0 Mbps
8 Bluetooth Stack COM Server 0% 6.6 MB 0 MB/s 0 Mbps
b w2 Bluetooth Support Server 0% 1.2 MB 0MB/s 0 Mbps
a Bluetooth Tray Application 0% 1.8 MB 0 MB/s 0 Mbps
b &7 Bonjour Service 0% 1.1 MB 0 MB/s 0 Mbps
8] COM Surrogate 0% 0.7 MB 0 MB/s 0 Mbps
> [ DCCService (32 bit) 0% 6.8 MB 0 MB/s 0 Mbps
© Dell Backup And Recovery Sync 0% 5.0 MB 0 MB/s 0 Mbps
€ Dell Backup And Recovery Toas.. 0% 15.6 MB 0 MB/s 0 Mbps
© Dell Backup And Recovery Upd... 0% 43 MB 0 MB/s 0 Mbps
] Dell Data Vault Service 0% 5.2 MB 0 MB/s 0 Mbps
> P Dell Data Vault Wizard 0% 32MB 0 MB/s 0 Mbps
Qg, Dell Update (32 bit) 0% 8.7 MB 0MB/s 0 Mbps
B Dall Lindata Afind, > nor oanm ane oo |Y
@ Fewer details End task

3. Click on "Open Services" at the bottom of the "Services" tab.

File Options View
| Processes | Performance | App history | Startup | Users | Details| SEWiEESE

Name - PID Description Status Group
5 btwdins 1840 Bluetooth Service Running

L CertPropSvc 672  Certificate Propagation Running netsvcs
45 COMSysApp COM+ System Application Stopped

Lk cphs Intel(R) Content Protection HECI Service Stopped

4k CryptSve 1284 Cryptographic Services Running Networl
%5, DcomlLaunch 924  DCOM Server Process Launcher Running DcomlLe
L defragsvc Optimize drives Stopped defrags'
%5, Dell Customer Connect 7016  Dell Customer Connect Running

%, Dell Foundation Services 2356 Dell Foundation Services Running

4, DellDataVault 3216 Dell Data Vault Running

%, DellDataVaultWiz 2320 Dell Data Vault Wizard Running

% DellProdRegManager Dell Product Registration Manager Stopped

% DellUpdate 1792  Dell Update Service Running

%, DeviceAssociationService 1096 Device Association Service Running LocalSy:
% Devicelnstall Device Install Service Stopped DcomlLe
45 Dhep 424 DHCP Client Running LocalSe
% DiagTrack 1864 Diagnostics Tracking Service Running utcsve
% Dnscache 1284  DNS Client Running Networl
5 dot3sve ‘Wired AutoConfig Stopped LocalSy:
L, DPS 1592  Diagnostic Policy Service Running LocalSe
%, DptfParticipantProcessorSe.. 1904  Intel(R) Dynamic Platform and Thermal Framewor..  Running

‘in DotfPolicvCriticalService 1924 Intel(R) Dvnamic Platform and Thermal Framewor.. Runnina 2 b
@ Fewer details § <& Open Services

4. Look for "Dell Foundation Services" and select it.
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File Action View Help
s [FDczHm >»anwn

4 Dell Customer Connect
“4, Dell Data Vault
4, Dell Data Vault Wizard

il Foundation Sen

2% Services (Local)
Dell Foundation Services Name :
S 4 Bluetooth Handsfree Service
service &

i ths cirics % Bluetocth Senvice
4 Bluetooth Support Service
% Bonjour Service

Description: 4 Certificate Propagation

Dell Foundation Hosting Servicefor ' (e oo

Dell Notification Center, Dell o -y Homtion

Common Settings, and cross 4, COM- Event System

application foundational features. 2, COM-= System Application
4 Computer Browser
"4 Credential Manager
% Cryptographic Services
4, DCOM Server Process Laun...

Description Status Startup Type  Log On As
Enables wireless Bluetooth headsets ... Manual (Trig...  Local Service
Handles installation and removal of .. Running  Automatic Local Syste...
The Bluetooth service supports disc...  Running  Manual (Trig...  Local Service
Automatic Local Syste...
Manusl Local Syste...
Manual (Trig...  Local Syste...
Automatic Local Service
Manages the configuration and trac... Manual Local Syste...
Maintains an updated list of comput.. Running Manual (Trig... Local Syste...
Provides secure storage and retrieval.. Running  Manual Local Syste.
Provides three management service... Running  Automatic Network ...
The DCOMLAUNCH service launche... Running  Automatic
Presents Feedback to Dell Running  Automatic (D...
System heath, performance, and en...

System health and performance aler.

Running

% Dell Product Registration M... Performs privileged operations on b...

4, Dell Supp Agent Dell Agent actively m... Running
', Dell Update Service Downloads and installs updates for ..  Running
% Des ion Service  Enables pairing between the system .. Running
4 Device Install Service Enables s computer to recognize an.

4 Device Setup Manager Enables the detection. download an...

Extended / Standard /

Click "Stop the service".

“4 Dell Customer Connect
4 Dell Data Vault
% Dell Data Vault Wizard

% Dell Supp Agent

Dell Foundation Services Name
4 Bluetooth Handsfree Service
i the senvic - %, Bluetooth Service
4, Bluetooth Support Service
% Bonjour Service
Description: 4 Certificate Propagation
Dell Foundation Hosting Servicefor = (e oo
Dell Notification Centes, Dell o o Joon
Common Settings, and cross 4 COM« Event System
application foundational features. 2, COM- System Application
% Computer Browser
"4 Credential Manager
% Cryptographic Services
% DCOM Server Process Laun...

Description Status Startup Type  Log On As
Enables wireless Bluetooth headsets ... Manual (Trig... Local Service
Handles installation and removal of ... Running  Automatic Local Syste...
The Bluetooth service supports disc... Running  Manual (Trig... Local Service
Enables hardware devices and softw... Running  Automatic Local Syste...
Copies user certificates and root cert... Running Manual Local Syste...
The CNG key isolation service is hos.. Running  Manual (Trig..  Local Syste...
Supports System Event Notification.. Running  Automatic Local Service
Manages the configuration and trac... Manusl Local Syste...
Maintains an updated list of comput... Running Manual (Trig... Local Syste...
Provides secure storage and retriev: Manual Local Syste...
Provides three management service... Running  Automatic Network S...
The DCOMLAUNCH service launche... Running  Automatic Local Syste...
Presents Feedback to Dell Running  Automatic (D... Local Syste...
System health, perfformance, and en... Running  Automatic

4 Dell Update Service
4 Device Association Service
. Device Install Service

% Device Setup Manager

Manual

Running  Automatic (D... Local Syste...

Downloads and installs updatesfor.. Running  Automatic (D... Local Syste...
Enables pairing between the system ... Running  Automatic (T... Local Syste...
Enables a computer to recognize an... Manual (Trig...  Local Syste...
Enables the detection. download an... Menual (Tria... _Local Svste...

Extended /Standard /

The "Services" window should look like the image below after the service

has stopped.
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4 Services (Local)

File Action View Help
X =R

|| Del Foundation Services Name
& Bluetooth Handsfree Service
Start the service % Bluetooth Service
4 Bluetooth Support Service
Description: % Bonjour Service

Dell Foundation Hosting Service for
Dell Notification Center, Dell
Common Settings, and cross
application foundational features.

% Certificate Propagation
4 CNG Key Isolation

4 COM Event System

2, COM-= System Application
% Computer Browser
 Credential Manager

% Cryptographic Services

4 Dell Customer Connect
4 Dell Data Vault

% Dell Data Vault Wizard
3, Dell Foundation Services

% Dell Sup Agent

« DCOM Server Process Laun...

+ Dell Product Registration M...

% Dell Update Service

«: Device Association Service
« Device Install Service

+ Device Setup Manager

Description Status
Enables wireless Bluetooth headsets ...

Handles installation and removal of ... Running
The Bluetooth service supports disc...  Running
Enables hardware devices and softw... Running
Copies user certificates and root cert... Running
The CNG key isolation service is hos... Running
Supports System Event Notification ... Running
Manages the configuration and trac...

Maintains an updated list of comput... Running
Provides secure storage and retrieval... Running
Provides three management service... Running
The DCOMLAUNCH service launche... Running
Presents Feedback to Dell Running
System health, performance, and en... Running
System health and performance aler... Running
Dell Foundation Hosting Service for ...

Performs privileged operations on b...

Dell Agent actively m...  Running
Downloads and installs updates for ..  Running
Enables pairing between the system ... Running

Enables a computer to recognize an.
Enables the detection. download an...

Startup Type

Manual (Trig...

Automatic

Manual (Trig..

Automatic
Manual

Manual (Trig...

Automatic
Manual

Manual (Trig...

Manual
Automatic
Automatic

Automatic (D...
Automatic (D...
Automatic (D...
Automatic (D...

Manual

Automatic (D...

Manual (Tra...

Log On As G
Local Service
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Network S...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste... A4

|\ Extended / Standard /

7. Open "File Explorer" and navigate to "c:\Program Files\Dell\Dell Foundation
Services" and delete the "Dell.Foundation.Agent.Plugins.eDell.dIl" file.

Home  Share  View v e
® = 4 | « ProgramFiles » Dell b Dell Foundation Services v | Search Dell Foundation Servic.. 2
| Common Files A [ Name ’ Date m¢ ™
k. Dell 4] DCFResourcesdll 8/11/20
| Dell Foundation Services &) DCEUXLib.dil 8/11/20
| License 4 Nl Conadasi DligingC/ gnlcon.dll 10/20/2
| Resources 4| DellFoundationAgentPluginseDelldil =9 10/20/2
k. DellDataVault o oem STREng ine.dll 1072072
| DWWLAN Card 4 Dell Foundation.Commonlcon Configurationdll  10/20/2
% My Deil Leaming Center 4 Dell Foundation.eDell Common.dil 107202
b QuickSet 4| Dell Foundation.eDell Configurationdil 107202
I SupportAssist 4| Dell Foundation.SinkEngine.Common.dil 10/20/2
| Dell support Center 4 Dell Foundation SinkEngine.Configuration.dil 10/20/2
I DIFX 4] DellTribbles.Agent Plugins.AppTelemetry.dl 107202
b Git 4| Dell.Tribbles.Agent Plugins.SelfUpdate.dl 1072072
Lons <) Dell TribblesAgentPlugins SystemInfo.dil 10/20/2
| 1S Express 87 DFS.Common.Agent.exe 107202
| Intel amamn Y
L Intarnat Evnlarar o S
31items  1item selected 97.6 KB

8. You may be prompted with the warning below. Click "Continue" to delete

the file

You'll need to provide administrator permission to delete this file
Dell.Foundation.Agent Plugins.eDell.dll

File description: eDell

Company: Dell

File version: 1.1.0.1

Date created: 10/20/2015 5:09 PM

Size: 97.

Cancel

‘ 4 Continue | )

Skip

™) More details
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9. Hit the Windows key (n) on the keyboard and type "certmgr.msc"
followed by the "Enter" key.
a. Windows 7

Programs (1)

(& certmgr

Essential Apps

u
\
Maps
rama Builds
(] m W FTSE 100
kln(“(:‘ A NIKKEI 225

Money
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c. Windows 10

Best match

\?l"‘ certmgr.msc
{nt Microsoft Common Console Document

. web
253

pel certmgr.msc local machine
pel certmgr.msc machine store
£ certmgr.msc machine

£ certmgr.msc command

O certmgr.msc download

O certmgr.msc personal

O certmgr.msc command line options

52 My stuff £ Web

10. You may be prompted to allow the program to make changes to the
computer. Click "Yes".
@ User Account Control

Do you want to allow this app to make changes to
your PC?

Program name:  Microsoft Management Console
ﬁ Verified publisher: Microsoft Windows

Show details Yes No

Change when these notifications appear

11. When the certificate manager window opens, double click on "Trusted Root
Certification Authorities" on the left panel. Then double click the
"Certificates" folder.

Page 8 of 11



Gl Certificates - Local Computer ~ || Issued To Issued By Expiration Date It
> | Beman - . 3 AddTrust Exteral CA Root AddTrust External CA Root 5/30/2020 s
— Trusted Root Certification Authonti 5] Baltimore CyberTrust Root Baltimore CyberTrust Root 5/12/2005 5
-, CalCertum CA Certum CA 6/1172027 S
Certification [3 Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio... 8/1/2028 S
. = Trusted Publishers [l Copyright (c) 1997 Microsoft C... Copyright (c) 1997 Microsoft Corp.  12/30/1999 T
» Untrusted Certificates 4l DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/9/2031 S
7] Third-Party Root Certfication Authori || L DigiCert Global Root CA DigiCert Global Root CA 11/9/2031 s
» 7] Trusted People C4DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root .. 11/9/2031 s
&+ [ Client Authentication Issuers ZleDellRoot eDellRoot 12/31/2039 <
1 Homegroup Machine Certificates CalEntrust.net Certification Author... Entrust.net Certification Authority.. 7/24/2029 S
[ McAfee Trust [CalEquifax Secure Certificate Auth... Equifax Secure Certificate Authority  8/22/2018 S
1 (] PC-Doctor, Inc. (5] GeoTrust Global CA GeoTrust Global CA 5/20/2022 S
& (7] Remote Desktop [ GlobalSign Root CA GlobalSign Root CA 1/28/2028 S
b (] Smart Card Trusted Roots [53) Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au.. 6/29/2034 S
v [ Trusted Devices o || CAlGTE CyberTrust Global Root GTE CyberTrust Global Root 8/13/2018 S
“ Windowe e IN Taban lecuiar . e e e e e e PR -
< > < >
Trusted Root Certification Authorities store contains 27 certificates.

12. Select the eDellRoot certificate from the right panel.

File Action View Help

|z §RXE=HE

= Certificates - Local Computer A || Issued To Issued By Expiration Date It A
> [ Personal o " 5 AddTrust Extemal CA Roat AddTrust External CA Root 5/30/2020 s
S T‘r.us!:d Root Certification Authorities (5 Baltimore CyberTrust Root Baltimore CyberTrust Root 5/12/2025 S
o E:t::'rf:;:zl CilCertum cA Certum CA 6/11/2027 s
N vy {ate Certification [5]Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio... 8/1/2028 S
K 5 Trusted Publishers 3] Copyright (<) 1997 Microsoft C...  Copyright (c) 1997 Microsoft Corp.  12/30/1999 T
» i Untrusted Certificates [ DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/9/2031 S
» =1 Third-Party Root Certification Authori | i DigiCert Global Root CA DigiCert Global Root CA 11/9/2031 s
b [ Trusted People Rige gh Assurance EV Ro...  DigiCert High Assurance EV Root ... E S

\/

i+ | Client Authentication Issuers LA eDellRoot eDellRoot 12/31/2039

& ] Homegroup Machine Certificates neroeTs an 2 . ifi S
b [ McAfee Trust [ Equifax Secure Certificate Auth... Equifax Secure Certificate Authority  8/22/2018 S
v ] PC-Docter, Inc. (] GeoTrust Global CA GeoTrust Global CA 5/20/2022 S
1> (] Remote Desktop [/ GlobalSign Root CA GlobalSign Root CA 1/28/2028 S
o (] Smart Card Trusted Roots 4] Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au... 6/29/2034 s
b [ Trusted Devices [53) GTE CyberTrust Global Root GTE CyberTrust Global Root 8/13/2018 S
B A Windawe | isa IN Taban leesiar s M s e e e e o o . v

Trusted Root Certification Authorities store contains 27 certificates.

13. Delete the certificate by clicking the "X” icon in the toolbar.
WARNING! Make sure ONLY the "eDellRoot" certificate is selected like the example
below before clicking the delete button. Deleting any other certificate may cause your

system to function improperly.

File Action View Hel
e 2§ (RPo B
G Certifcates - Locel Compu{Delete | 4 [[ jisuea To Issued By Expiration Date It
" j Personal o » 5l AddTrust External CA Root AddTrust External CA Root 5/30/2020 S
e 'Itrlus!:d Root Certfication Authorities [l Baltimore CyberTrust Root Baltimore CyberTrust Root 5/12/2025 S
- E:tj:':i‘.::; CalCertum CA Certum CA 6/11/2027 s
, B Certification () Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio... 8/1/2028 s
. = Trusted Publishers [53 Copyright (c) 1997 Microsoft C... Copyright (c) 1997 Microsoft Corp.  12/30/1999 T
» ] Untrusted Certficates E4DigiCert Assured IDRoot CA DigiCert Assured ID Root CA 11/9/2031 s
» ] Third-Party Root Certification Authori || L PigiCert Global Root CA DigiCert Global Root CA 11/9/2031 s
b 7 Trusted People L4l DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root ... 11/9/2031 S
1 7] Client Authentication Issuers = eDellRoot eDellRoot 12/31/2039 4
& ] Homegroup Machine Certificates CalEntrust.net Certification Author... Entrust.net Certification Authority... 7/24/2029 S
] McAfee Trust [4JEquifax Secure Certificate Auth... Equifax Secure Certificate Authority ~ 8/22/2018 S
1 1 PC-Doctor, Inc. (3] GeoTrust Global CA GeoTrust Global CA 5/20/2022 S
i (] Remote Desktop [l GlobalSign Root CA GlobalSign Root CA 1/28/2028 S
& ] Smart Card Trusted Roots 5] Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au... 6/29/2034 S
» [ Trusted Devices L3 GTE CyberTrust Global Roct GTE CyberTrust Global Root 8/13/2018 s
“ Windnwe e IN Taban lecniar Yl = L P PRI .
< > < >
Trusted Root Certification Authorities store contains 27 certificates.
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14. You will be asked to confirm deletion of the "eDellRoot" certificate. Click

IIYeSII

2 Deleting system root certificates might prevent some Windows
_LL components from working properly. The list of system critical root
certificates can be reviewed at
http://support.microsoft.com/?id=293781. If Update Root Certificates is
installed, any deleted third-party root certificates will be restored
automatically, but the system root certificates will not. Do you want to
delete the selected certificate(s)?

15. After deletion, the "eDellRoot" certificate should be removed from the

certificate manager's window as shown in the image below.

File Action View Help

5 Certificates - Local Computer A |l Issued To . Issued By
v i :efso::L Certification Authoriti 4l AddTrust External CA Root AddTrust External CA Root
4 Juscteﬁfno: ertification Authorities 4/ Baltimore CyberTrust Root Baltimore CyberTrust Root
£
P oS 5l Certum CA Certum CA

Enterprise Trust

3 Certification A

K 5 Trusted Publishers L3l Copyright (<) 1997 Microsoft C...

L) Digi
DigiCert High Assurance EV Ro...

& 1 Third-Party Root Certification Authori
& [ Trusted People

L) Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio...
Copyright (c) 1997 Microsoft Corp.
= Untrusted Certificates L5 DigiCert Assured ID Root CA DigiCert Assured ID Root CA

DigiCert High Assurance EV Root ...

Expiration Date It A

5/30/2020
5/12/2025
6/11/2027
8/1/2028
12/30/1999
11/9/2031

11/9/2031

7 Client Authentication Issuers ust.net Certification Auth Entrust.net Certification Authority... 7/24/2029

(-] Homegroup Machine Certificates qui a i i S
[ McAfee Trust 3] GeoTrust Global CA GeoTrust Global CA 5/20/2022 S

1 (] PC-Doctor, Inc. [ GlobalSign Root CA GlobalSign Root CA 1/28/2028 S

i (] Remote Desktop 5 Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au... 6/29/2034 S

» [ Smart Card Trusted Roots [3) GTE CyberTrust Global Root GTE CyberTrust Global Root 8/13/2018 S

» [ Trusted Devices 3 Microsoft Authenticode(tm) Ro... Microsoft Authenticode(tm) Root... 12/31/1999 B
T WimAnwe e 1D Taban leeiar Yl = PP L PR PR v
< > < >

Trusted Root Certification Authorities store contains 27 certificates.

16. Go back to the "Services" window and select
click "Start the service".

File Action View Help
e [HTcs Em >ann

& Senvices Locah |
Dell Foundation Services Name < Description
% Bluetooth Handsfree Service  Enables wireless Bluetooth headsets ...
(@ % Bluetooth Service Handles installation and removal of ..
. Bluetooth Support Service  The Bluetooth service supports disc...
Description: % Bonjour Service Enables hardware devices and softw...
Dell Foundation Hosting Senvice for 7, Certificate Propagation Copies user certificates and root cert...

Dell Notification Center, Dell

Coriimion Settigs, ind rom 23 CNG Key Isolation The CNG key isolation service is hos...
application foundational features. % COM« Event System Supports System Event Notification ...
i COM- System Application  Manages the configuration and tr
+ Computer Browser Maintains an updated list of comput...
% Credential Manager Provides secure storage and retrieval...
i Cryptographic Services Provides three management servic
{4 DCOM Server Process Laun... The DCOMLAUNCH service launche...
“ Dell Customer Connect Presents Feedback to Dell
4 Dell Data Vault System heaith, performance, and en...
i Dell Data Vault Wizard System health and performance aler...
EBY Dell Foundation Services Dell Foundation Hosting Service for
i Dell Product Registration M... Performs privileged operations on b...
% Dell Supp: Agent Dell Supp Agent actively m...
2% Dell Update Service Downloads and installs updates for ..
i Device Association Service  Enables pairing between the system ..
% Device Install Service Enables a computer to recognize as

+ Device Setup Manager Enables the detection. download an...

Status

Running
Running
Running
Running
Running
Running

Running
Running
Running
Running
Running
Running
Running

Running
Running
Running

"Dell Foundation Services" and

Startup Type
Manual (Trig...
Automatic
Manual (Trig...
Automatic
Manual
Manual (Trig...
Automatic
Manual
Menual (Trg...
Manual
Automatic
Automatic
Automatic (D...
Automatic (I
Automatic (D...
Automatic (D.
Manual
Automatic (D...

Manual (Trig...
Menual (Tria...

Log On As
Local Service
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Network S...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste.
Local Syste...
Local Syste...

. Local Syste...
. Local Syste...

Local Syste.
Local Svste...

|\ Extended / Standard /
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17. Close all windows that were opened.
18. eDellroot Certificate is now removed from the computer.
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